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TN THE CLAIMS 

Please amend the claims as follows: 

1 . (Currently Amended) A computer-implemented method for providing 
[[an]] encrypted eepy copies of content comprising: 

prior to communication of th e e ncrypted copy of th e content, 

encrypting a copy of at least one part of the content having a first watermark; 
encrypting a copy of at least one part of the content having a second watermark; 

and 

providing encrypted copies for each of a plurality of clients by combining parts of the 
encrypted copy with the first watermark and parts of the encrypted copy with the second 
watermark into the encrypted copy of the content in a manner unique for an individual 
client , such that the encrypted copies have a unique combination of sections marked with 
the first watermark and sections marked with the second watermark . 

2. (Original) The computer-implemented method of claim 1, wherein the first watermark 
includes "0s" and the second watermark includes "ls. ,f 

3. (Original) The computer-implemented method of claim 1, further comprising: 
distributing the combined parts to one or more clients on a network. 

4. (Original) The computer-implemented method of claim 3, wherein the network includes 
an Internet network. 

5. (Original) The computer-implemented method of claim 1, further comprising: 
encrypting a neutral part of the content; and 

combining parts of encrypted neutral copy, parts of the encrypted copy with the first 
watermark, and parts of the encrypted copy with the second watermark in a manner unique for an 
individual client. 
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6. (Currently Amended) A server comprising: 

a storage device to store content; and 
an encryption module 

to encrypt a copy of at least one part of the content having a first watermark, 
to encrypt a copy of at least one part of the content having a second watermark, 

and 

to combine parts of the encrypted copy with the first watermark and parts of the 
encrypted copy with the second watermark in a manner unique for an individual client, wherein 
th e encryption and combining of the copies is performed prior to communication of the 
combined parts, and 

to provide a plurality of encrypted copies of the content, each having a unique 
combination of sections marked with the first watermark and sections marked with the second 
watermark. 

7. (Original) The server of claim 6, wherein the first watermark includes f, 0s M and the 
second watermark includes "Is." 

8. (Original) The server of claim 6, wherein the server is to distribute the combined parts to 
one or more clients on a network. 

9. (Original) The server of claim 6, wherein the network includes an Internet network. 

10. (Original) The server of claim 6, wherein the encryption module is to encrypt a neutral 
part of the content and to combine parts of encrypted neutral copy, parts of the encrypted copy 
with the first watermark, and parts of the encrypted copy with the second watermark in a manner 
unique for an individual client. 



1 1 . (Currently Amended) A computing system for providing an e ncrypt e d copy of content 
comprising: 
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means for storing the content; and 

means for encrypting a copy of at least one part of the content having a first 
watermark, a copy of at least one part of the content having a second watermark; [[and]] 

means for combining parts of the encrypted copy with the first watermark and 
parts of the encrypted copy with the second watermark into th e e ncrypted copy of the content in 
a manner unique for an individual clien t and 

means for providing a plurality of encrypted copies of the content each having a 
unique combination of sections marked with the first watermark and sections marked with the 
second watermark. 

12. (Original) The computing system of claim 11, wherein the first watermark includes "0s" 
and the second watermark includes "Is." 

13. (Original) The computing system of claim 1 1, further comprising: 

means for distributing the combined parts to one or more clients on a network. 

14. (Original) The computing system of claim 13, wherein the network includes an Internet 
network. 

15. (Original) The computing system of claim 11, further comprising: 
means for scrambling a neutral part of the content; and 

means for combining parts of encrypted neutral copy, parts of the encrypted copy with 
the first watermark, and parts of the encrypted copy with the second watermark in a manner 
unique for an individual client. 

16. (Currently Amended) A machine-readable medium providing instructions, which if 
executed by a processor, causes the processor to perform an operation for providing an encrypted 
copy of content comprising : 

encrypting a copy of at least one part of content having a first watermark; 
encrypting a copy of at least one part of content having a second watermark; and 
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providing encrypted copies for each of a plurality of clients by combining parts of 
the scrambled copy with the first watermark and parts of the scrambled copy with the second 
watermark into th e encrypted copy of the content in a manner unique for an individual client, 
such that the encrypted copies have a unique combination of sections marked with the first 
watermark and sections marked with the second watermark . 

17. (Previously Presented) A digital processing system for providing [[an]] encrypted eepy 
copies of content comprising: 

a storage device to store an encrypted copy of at least one part of the content 
watermarked with a first identifier and an encrypted copy of at least one part of the content 
watermarked with a second identifier; and 

a processing unit coupled to the storage device, the processing unit to combine parts of 
the encrypted copy watermarked with the first and second identifiers into the encrypted copy of 
th e content in a manner unique to an individual client and to provide a plurality of encrypted 
copies of the content, each having a unique combination of sections marked with the first 
watermark and sections marked with the second watermark . 

18. (Original) The digital processing system of claim 17, wherein the processing unit is to 
send the combined parts to the individual client. 

19. (Original) The digital processing system of claim 17, wherein the first identifier includes 
"0s" and the second identifier include "Is." 

20. (Original) The digital processing system of claim 17, wherein the storage device is to 
store a client identification and a corresponding unique combination of watermarked copies for 
the client. 



21 . (Original) The digital processing system of claim 17, wherein the storage device is to 
store a neutral scrambled copy of the content. 
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22. (Original) The digital processing system of claim 21, wherein the processing unit is to 
combine at least one part of the neutral encrypted copy with parts of the encrypted copy 
watermarked with the first identifier and with parts of the encrypted copy watermarked with the 
second identifier. 



23. (Original) A digital processing system comprising: 

a receiving module to provide clear content having a plurality of double parts, a first part 
watermarked with a first identifier and a second part watermarked with a second identifier; 

an encryption module coupled to the receiving module, the encryption module to encrypt 
the clear content with a first key, to encrypt the first part watermarked with the first identifier 
with a second key, and to encrypt the second part watermarked with the second identifier with a 
third key; and 

a key management module to manage the keys as to allow one or more clients to decrypt 
the encrypted content with a combination of encrypted first and second parts watermarked with 
the first identifier and second identifier, respectively, unique to each client. 

24. (Original) The digital processing system of claim 23, wherein the first identifier includes 
"0s" and the second identifier includes "Is." 



25. (Original) The digital processing system of claim 23, wherein the encryption module is 
to provide entitlement control messages (ECMs) using the first key, second key, and third key, 
wherein the second and third key are alternated to obtain a unique combinations of "0s" and "Is" 
unique to each client. 

26. (Original) The digital processing system of claim 23, wherein the storage device is to 
store a client identification and a corresponding unique combination of watermarked copies for 
the client. 



27. (Previously Presented) A computer-implemented method for providing an encrypted 
copy of content comprising: 
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prior to communication of the encrypted copy of the content, 

watermarking first and second copies of content with respective first and second 
watermarks; 

encrypting the first copy of content using a first and the second copy of the 
content using a second key; and 

combining encrypted copies into a single stream of data. 

28. (Original) The computer-implemented method of claim 27, further comprising: 
multicasting the single stream of data to one or more clients. 

29. (Original) The computer-implemented method of claim 27, further comprising: 
storing the unique keys and common key in a database, the database including an array 

matching the unique keys to the unique watermarks. 

30. (Original) The computer-implemented method of claim 29, further comprising: 
selectively unicasting the unique keys to one or more clients. 

31. (Original) The computer-implemented method of claim 30, further comprising: 
associating each client to the unique keys received and watermarks in the stream of data 

32. (Original) A server comprising: 
a storage device to store content; 

a processing unit to watermark redundant parts in the content with one or more unique 
watermarks, to encrypt the watermarked redundant parts using a unique key for each unique 
watermark and the remaining parts of the stream of content with a common key, and to combine 
the encrypted parts into a single stream of data. 

33. (Original) The server of claim 32, wherein the processing unit is to multicast the single 
stream of data to one or more clients. 



AMENDMENT AND RESPONSE UNDER 37 CFR § 1.1 1 1 Page 8 

Serial Number: 09/800,842 " Dkt: 2059.OO2US1 

Filing Date: March 6 7 2001 

Title: METHOD AND SYSTEM TO UNIQUELY ASSOCIATE MULTICAST CONTENT WITH EACH OF MULTIPLE RECIPIENTS 

34. (Original) The server of claim 32, further comprising: 

a database to store the unique keys and common key, the database including an array 
matching the unique keys to the unique watermarks. 

35. (Original) The server of claim 32, wherein the processing unit is to unicast selectively 
the unique keys to one or more clients. 

36. (Original) The server of claim 32, wherein the processing unit is to associate each client 
to the unique keys and watermarks in the stream of data. 

37. (Original) A computing system comprising: 
means for storing content; 

means for watermarking redundant parts in the content with one or more unique 
watermarks; 

means for encrypting the watermarked redundant parts using a unique key for each 
unique watermark and the remaining parts of the stream of content with a common key; and 
means for combining the encrypted parts into a single stream of data. 

38. (Original) The computing system of claim 37, further comprising: 
means for multicasting the single stream of data to one or more clients. 

39. (Original) The computing system of claim 37, further comprising: 

means for storing in a database the unique keys and common key, the database including 
an array matching the unique keys to the unique watermarks. 

40. (Original) The computing system of claim 37, further comprising: 
means for unicasting selectively the unique keys to one or more clients. 



41 . (Original) The computing system of claim 37, further comprising: 
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means for associating each client to the unique keys and watermarks in the stream of 

data. 



42. (Original) A machine-readable medium providing instructions, which if executed by a 
processor, causes the processor to perform an operation comprising: 

watermarking redundant parts in content with one or more unique watermarks; 
encrypting the watermarked redundant parts using a unique key for each unique 
watermark and the remaining parts of the stream of content with a common key; and 
combining encrypted parts into a single stream of data. 

43. (Original) A method of distributing content, the method comprising: 
watermarking first and second duplicates of a content portion with first and second 

identifiers respectively; 

encrypting each of the first and second duplicates of the content portion with at least first 
and second keys respectively; 

supplying both the first and second duplicates of the content portion to first and second 
users; and 

supplying at least the first key to the first user and the second key to the second user, so 
that the first user is enabled to decrypt the first duplicate of the content portion watermarked with 
the first identifier, and so that the second user is enabled to decrypt the second duplicate of the 
content portion watermarked with the second identifier. 

44. (Original) The method of claim 43, wherein the content includes text, audio, or video 
content. 

45. (Original) The method of claim 43, wherein the supplying of the first and second 
duplicates and keys includes supplying the first and second duplicates and keys via a network. 

46. (Original) The method of claim 45, wherein the network include an Internet network. 
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47. (Original) An apparatus comprising: 

watermarking means for watermarking first and second duplicates of a content portion 
with first and second identifiers respectively; 

encrypting means for encrypting each of the first and second duplicates of the content 
portion with at least first and second keys respectively; 

supplying means for supplying both the first and second duplicates of the content portion 
to first and second users; and 

supplying means for supplying at least the first key to the first user and the second key to 
the second user, so that the first user is enabled to decrypt the first duplicate of the content 
portion watermarked with the first identifier, and so that the second user is enabled to decrypt the 
second duplicate of the content portion watermarked with the second identifier. 

48. (Original) The apparatus of claim 47, wherein the content includes text, audio, or video 
content. 

49. (Original) The apparatus of claim 47, wherein the supplying means for the first and 
second duplicates and keys include supplying means for supplying the first and second 
duplicates and keys via a network. 

50. (Original) The apparatus of claim 49, wherein the network includes an Internet network. 

51 . (Previously Presented) A machine-readable medium providing instructions, which if 
executed by a processor, causes the processor to perform an operation comprising: 

prior to communication of an encrypted copy of content, 

watermarking first and second duplicates of a content portion with first and 
second identifiers respectively; 

encrypting each of the first and second duplicates of the content portion with at 
least first and second keys respectively; 
after the watermarking and the encrypting, 

supplying both the first and second duplicates of the content portion to first and 
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second users; and 

supplying at least the first key to the first user and the second key to the second 
user, so that the first user is enabled to decrypt the first duplicate of the content portion 
watermarked with the first identifier, and so that the second user is enabled to decrypt the 
second duplicate of the content portion watermarked with the second identifier. 

52. (Currently Amended) A method of distributing content, the method comprising: 
watermarking multiple sets of duplicated content portions with multiple sets of 

identifiers, each identifier of each set being unique to a specific duplicated content portion; 

encrypting each duplicated content portion within each set with a respective key of a 
plurality of keys; 

supplying the multiple sets of duplicated content portions to multiple users; and 
supplying a unique set of keys, selected form from the plurality of keys, to each of the 
multiple users so that each of the multiple users is enabled to decrypt the multiple sets of 
duplicated content portions to generate content embodying a unique sequence of identifiers. 

53. (Original) The method of claim 52, wherein the supplying of the multiple sets of 
duplicated content portions includes multicasting the multiple sets of duplicated content portions 
to the multiple users on an Internet network. 

54. (Original) The method of claim 53, wherein the supplying of the unique sets of keys to 
each of the multiple users includes unicasting the unique set of keys to each of the multiple users 
on the Internet network. 

55. (Original) The method of claim 52, wherein the content portions include text, audio, or 
video content portions. 

56. (Previously Presented) An apparatus comprising: 
prior to communication of an encrypted copy of content 
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watermarking means for watermarking multiple sets of duplicated content 
portions with multiple sets of identifiers, each identifier of each set being unique to a 
specific duplicated content portion; 

encrypting means for encrypting each duplicated content portion within each set 
with a respective key of a plurality of keys; 

supplying means for supplying the multiple sets of duplicated content portions to 
multiple users after the watermarking and the encrypting; and 

supplying means for supplying a unique set of keys, selected from the plurality of keys, 
to each of the multiple users so that each of the multiple users is enabled to decrypt the multiple 
sets of duplicated content portions to generate content embodying a unique sequence of 
identifiers. 

57. (Original) The apparatus of claim 56, wherein the supplying means for supplying of the 
multiple sets of duplicated content portions includes multicasting means for multicasting the 
multiple sets of duplicated content portions to the multiple users on an Internet network. 

58. (Original) The apparatus of claim 57, wherein the supplying means for supplying of the 
unique sets of keys to each of the multiple users includes unicasting means for unicasting the 
unique set of keys to each of the multiple users on the Internet network. 

59. (Original) The apparatus of claim 56, wherein the content portions include text, audio, or 
video content portions. 

60. (Previously Presented) A machine-readable medium providing instructions, which if 
executed by a processors, causes the processor to perform an operation comprising: 

prior to communication of an encrypted copy of content, 

watermarking multiple sets of duplicated content portions with multiple sets of 
identifiers, each identifier of each set being unique to a specific duplicated content 
portion; 
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encrypting each duplicated content portion within each set with a respective key 
of a plurality of keys; 

supplying the multiple sets of duplicated content portions to multiple users.after 
the watermarking and encrypting; and 
supplying a unique set of keys, selected from the plurality of keys, to each of the multiple users 
so that each of the multiple users is enabled to decrypt the multiple sets of duplicated content 
portions to generate content embodying a unique sequence of identifiers. 



